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Configuration Checklist

In order to set up your VPN connection in VPN Tracker 365, you need to make a note of certain information about your gateway and network. Keep track of
this information using the Configuration Checklist below so you can configure your connection later on:

(1) Public (WAN) IP address:
(2) Virtual Network:



Task One - Gather Your Configuration Information

Step One: Find Your IP Address

- Login to your Microsoft Azure account
- Under Resources, locate your Virtual network gateway and click to open the Overview page
€ Ifyou do not already have a gateway set up, please refer to Microsoft's guidance on configuring a Virtual Network Gateway before

proceeding
= Here, you will find your Public IP address. Note this down as (1) on your configuration checklist:

= Microsoft Azure B Search resources, services, and docs (G+/)

Home >
n VNETInterop = - X
S virtual network gateway
2 Search (Cmd+/) | (D Refresh —> Move ~ [i Delete
L Overview # Essentials JSON View
B Activity log Resource group (change) @ 5STP_Resources SKU : Basic
’ rcats : Gateway type @ VPN
3,0\ Access control (JAM) Location : FastUs
P Subscription (change) : Microsoft Partner Network VPN type : Route-based

ags

. Virtual netwark  : SSTP_vnetwork

& D d solve problems Ribssipton e

HONLH AN P I Public IP address : 52.170.88.69 (sstp_test_public_ip) l ("I )
Settings Tags (change) : Click here to add tags

& Configuration

= i Health check Documentation
) Connections Perform a quick health check to detect possible gateway issues View guidance on helpful topics related to VPN gateway

4> Point-to-site configuration
Go to Resource health View documentation

HH Properties


https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-create-gateway-portal

Step Two: Find Your Network Address

= Staying on the Gateway Overview from the previous step, go to Virtual network and click through to open your Network Overview

= Under Address space, you will see your IP range. Note this down as (2) on your configuration checklist:

— . ) —_—
= Microsoft Azure £ Search resources, services, and docs (G+/) ! @ L

tQuUNUX AG P

Home > VNETInterop

¢.» SSTP_vnetwork = - X

Virtual network

|/0 Bearch (Cmd+/) | « 1:_) Refresh  — Move |:| Delete
& Ovarview ~ Essentials JSON View
= Activity log Resource group (change) @ S5TP_Resources (2) I Address space © 10.00.0/16 I
N ti DMS servers @ Azure provided DNS service
0. Access control (JAM) Location East U5
Subscription (¢change) Microsoft Partner Network
L Tags -

Subscription 1D
Z£? Diagnose and solve problems

Tags (change) : Click here to add tags
Settings

Connected devices
=» Address space

O Search connected devices

Connected devices
4 Device T Type Ty 1P Address Ty Subnet T,

» Subnets
VNETInterop Virtual network gateway - GatewaySubnet
@ DDoS protection

Step Three: Import Your Certificates to Your Keychain

For information on how to set up user certificates for your Azure point-to-site connection, refer to Microsoft's documentation.
- Locate your Root Certificate and User Certificate

- Download these and double click to import and trust them in your Mac's Keychain

You are now ready to set up your connection in VPN Tracker 365.


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-point-to-site-rm-ps

Task Two - VPN Tracker setup

VPN Tracker Connection Name:

VPN to Microsoft Azure (Point-to-site SSTP)

Step One: Add a connection

WEETEM 1psec/L2TP / OpenVPN / SSL / PPTP / SSTP

Choose your VPN device to create a new VPN connection to your home or office network.

- Open VPN Tracker 365. e e e R vontto-siessTe |
. . ‘ ‘ . [ MaloNetworks > | asener  »
- C(lick on Create a connection, or click on the + in the bottom left corner of the app window. Meraki » Windows XP
= Select Microsoft > Azure > Point-to-site SSTP freect. Microsoft i
. . . — Migration Guides *
- C(lick Create and give your connection a name L) remsq \
FTGEAR NETGEAR ¥
Step Two: Configure the VPN connection for your device :ﬂi :efp‘a '
OKla ¥
avell Novell >
- Under VPN Gateway, enter your Public IP address (1)
- Under Topology, choose Host to Network from the dropdown menu cence . (T
- Now, enter the virtual network IP range (2) for your VPN users
- Under Authentication, you will need to choose the user certificate from @ VPN to Microsoft AZEJre (Point-to-site SSTP)

Advanced Actions  Notes

your Keychain. Click the link to select your certificate, then click Ok

¥

Click “Done” to save your settings. B® \icrosoft

Connection Name VPN to Microsoft Azure (Point-to-site SSTP)
Connection based on - Microsoft Azure (Point-to-site SSTP)

Configuration Guide

VPN Gateway 52.170.88.69 7 (1)
Port Number 443

Network Configuration
Protocol SSTP
Topology Host to Network |
(+] Additional Remote Networks  10.0.00/16 2. (2)

Authentication
User EAP-TLS 4 - alice

DNS Use Remote DNS Server

Manage Team & Plans... Export Settings... Export...



Task Three - Testing the VPN connection

In order to test your connection, you will need to connect from a different location.

Connect to your VPN

= Check first of all that your internet connection is working as it should be. Use this link as a test:_http://www.equinux.com
- Start the VPN Tracker 365 app.
- C(lick on the On/Off slider to turn on your connection.

IMPORTANT:

If you are using VPN Tracker for the first time with your current Internet connection, it will test your connection. Wait for the test to complete.

Connected!

Connecting may take a couple of seconds. If the On/Off button turns blue that's great - you're connected! Now is a great time to take a look at the VPN
Tracker Manual. It shows you how to use your VPN and how to get the most out of it.

Troubleshooting
In case there's a problem connecting, a yellow warning triangle will show up. Click the yellow warning triangle to be taken to the log. The log will explain

exactly what the problem is. Follow the steps listed in the log.

TIP: Press Cmd-L to open the log in a new window. That way, you can have the log side-by-side with your VPN configuration while making changes to
troubleshoot a problem.


http://www.equinux.com/
http://www.equinux.com/
http://www.vpntracker.com/support?tab=manual
http://www.vpntracker.com/support?tab=manual

VPN Tracker Manual

The_ VPN Tracker Manual contains detailed troubleshooting advice. Answers to frequently asked questions (FAQs) can be found at:
http://www.vpntracker.com/support

Technical Support

If you're stuck, the technical support team at equinux is here to help. Contact us via http://www.vpntracker.com/support

Please include the following information with any request for support:

- Adescription of the problem and any troubleshooting steps that you have already taken.
-> AVPN Tracker Technical Support Report (Log > Technical Support Report).
- TP-Link model and the firmware version running on it.
= Screenshots of the VPN settings on your VPN gateway.

IMPORTANT: A Technical Support Report contains the settings and logs necessary for resolving technical problems. Confidential information (e.g.
passwords, private keys for certificates) is not included in a Technical Support Report.


http://www.vpntracker.com/support?tab=manual
http://www.vpntracker.com/support
http://www.vpntracker.com/support

